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Identity signals are those common components of communication transmissions that inform receivers of the
signaler’s membership in a categorizable subset of individuals. Such signals may be overt, broadcast to all
possible receivers, or covert, encrypted so that only similar receivers are likely to perceive their identityrelevant meaning. Here we present an instrumental theory of covert signaling, based on the function of
identity signals in social assortment. We argue that covert signaling is favored when signalers are generous
toward strangers, when costs of being discovered as dissimilar are high, and when the ability to assort only
with preferred partners is restricted. We further argue that covert signaling should be more common among
members of “invisible” minorities, who are less likely to encounter similar individuals by chance. We
formalize this theory with an evolutionary model to more rigorously explore the consequences of our
assumptions. Our results have implications for our understanding of numerous aspects of social life,
including communication, cooperation, social identity, humor, pragmatics, politics, hate speech, and the
maintenance of diversity.
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are sympathetic to) aspects of the speaker’s social identity. It is
certainly much less direct that saying “I am unhappy because
Trump won the election.” Encrypted signals of identity like this are
extremely common, but their function is still not well understood.
Our purpose in this article is to explain why it may be advantageous to use covert or encrypted expressions of identity instead of
more overt declarations, and, of equal importance, to delineate the
sociocultural conditions under which that advantage will or will
not hold.
Identity signals are those components of communication transmissions, displays, or other behaviors that inform receivers of the
signaler’s membership (or, minimally, nonmembership) in some
categorizable subset of individuals. Identity signals are a core part of
human social life in large and diverse populations. They allow us to
make rapid decisions about potential social partners, to assort with
desirable partners, and avoid undesirable ones (Berger & Heath,
2008; Hutchison & Martin, 2015; Miller & Todd, 1998; Smaldino,
2019). It has been argued that identity, and the associated ability to
signal similarity and thereby facilitate cooperation between strangers,
is foundational to the evolution of complex societies (Moffett, 2019;
Smaldino, 2019).
Covert identity signals are purposely obscure, and their signiﬁcance is often missed even by their intended audience. It may
appear counterintuitive that the use of covert signals could be
adaptive because maximizing clarity often seems like the highest
pursuit of communication. Yet, the existence of covert signals
suggests some adaptive function. What might this function be?
What situations most strongly call for covert signaling? Among
what sort of communities should we most expect covert signals?
And what sort of societies do norms of covert signaling
facilitate?
We answer these questions by developing an instrumental theory of
identity signaling for cooperative assortment, building on previous
work (Smaldino, 2019; Smaldino et al., 2018). We explain why, in a

Much of communication seems to violate the cooperative principle
that speech should be informative, relevant, and clear (Grice, 1975).
For example, on the morning of November 9, 2016, a U.S.-based
Twitter user cryptically tweeted, “Remember that scene in ‘The Two
Towers’ where Theoden is watching the Urak Hi surround Helms
Deep?” The meaning of this public comment can appear bafﬂing
unless you (a) are aware of the ﬁlm (or book) in question as the second
installment of The Lord of the Rings trilogy and know that the scene
involves characters being threatened with destruction by an evil and
inhuman horde, (b) can relate to a sentiment of catastrophic defeat
felt by many left-leaning and moderate U.S. voters on the day after
the 2016 presidential election, and (c) understand that sentiment as
the appropriate contextual backdrop for the comment. In other
words, the tweet’s meaning is unclear unless you share (or at least
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diverse population, covert signaling will often be the preferred
method of communicating identity information whenever individuals
are sufﬁciently likely to interact with dissimilar partners and when
having one’s identity revealed to those partners is sufﬁciently costly.
Using agent-based models, we reach several conclusions about when
we should expect identity signaling to be more covert, including the
expectation that covert signals should be more common in diverse
populations and among minority groups, and that these conditions
will also select for more generous expectations concerning interactions with strangers.
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Identity Signals Are for Cooperative Assortment
Humans may be the cooperative species (Bowles & Gintis, 2013),
but not all cooperators are equal. Partner choice matters beyond the
avoidance of free riders. Two potential partners might be equally
inclined toward cooperation, but may differ in their goodness of ﬁt
for the particulars of the partnership. Important considerations in
choosing cooperative partners include establishing common ground
for communication (Clark & Brennan, 1991), the ability to establish
shared intentions and a collective mindset (Tomasello et al., 2005;
Gallotti & Frith, 2013; Moffett, 2019), and, more generally, having
similar backgrounds, experiences, and traditions. In other words, it
behooves individuals to coordinate on beliefs, norms, and goals.
In groups that are sufﬁciently insular and tight-knit, many of these
similarities can be taken for granted. However, in larger populations
where at least occasional interaction with strangers is required, signals
for assortment become necessary (Moffett, 2019; Smaldino, 2019).
Individuals regularly signal their identity, consciously and unconsciously, to ﬁnd similar others or to reafﬁrm established ties. Such
subsets can be large and reﬂect strong social boundaries, such as
“Québécois” or “Muslim,” or small and reﬂect subtler intragroup
variation, such as “someone with relaxed views on monogamous
sexual relationships.” Identity signaling serves a key social function
by enabling individuals to rapidly characterize others as similar or
dissimilar. Finding similar others has many proximate psychological
beneﬁts, such as better mental health, or the security that results
from a stronger sense of group identity. Ultimately, however,
identity signaling serves to facilitate social assortment: preferentially interacting with similar individuals and avoiding the costs of
interacting with dissimilar individuals. Of course, there are also
beneﬁts to be gained from diversity and division of labor rather
than homogeneity. Even in these cases, however, we would argue
that some minimum degree of similarity is beneﬁcial to facilitate
coordination on norms and goals. It is this type of assortment that is
our focus.
Finding similar others is critical to maximize the beneﬁts of
cooperation. The importance of collaborative networks is hard to
overstate: The very foundation of human sociality rests on the
synergistic beneﬁts of cooperation. Individuals working together
can achieve much more than one person could alone, from raising
children together, to hunting together to increase production, to
working together to increase the efﬁcacy of a political movement.
Most social and evolutionary research on cooperation has focused
on how cooperative behaviors can spread and resist exploitation by
individuals who do not contribute anything. However, once the freerider issue is resolved for a community, its members are still left with
the other problem of cooperation: How to best generate a beneﬁt
between two or more cooperators (Calcott, 2008; Smaldino, 2014).

The trick is not just to ﬁnd someone cooperative, but to ﬁnd the best
person to cooperate with. This involves coordination. Individuals
must ﬁnd common ground to effectively communicate. Similar
backgrounds, experiences, and cultural traditions help individuals
to coordinate interests, as does the capacity to share intentions and
adopt a group mindset1. Poor matches, in contrast, can invite costly
conﬂict. These problems are solved, at least in part, by signals of
social identity (Smaldino, 2019).
Social scientists have for a long time discussed how identity is
used as a signal (Akerlof & Kranton, 2000; Barth, 1969; Donath,
1999; Goffman, 1978; Iannaccone, 1992), and an extensive formal
literature has explored how arbitrary signals can facilitate assortment
on norms and preferences (Castro & Toro, 2007; Efferson et al., 2008;
McElreath et al., 2003; Nettle & Dunbar, 1997). Language can serve
as a marker for social coordination (Nettle & Dunbar, 1997), as can
visible purchasing and fashion choices (Berger & Heath, 2007, 2008;
Brooks & Wilson, 2015; Smaldino et al., 2017). The logic works as
follows. Individuals vary on important characteristics, and would
like to be able to assort with others who share their characteristics.
However, those characteristics are often opaque, making the
assessment of potential partners difﬁcult. A potential solution is
the use of overt or conspicuous displays—often called tags or
ethnic markers—that are perceivable by a broad audience. These
displays include fashion, language, accents, and behavioral indicators (Barth, 1969; McElreath et al., 2003; Wimmer, 2013).
Ethnic markers allow individuals to assess others’ key identities
and thereby assort with similar partners, providing the resulting
pairs with the beneﬁts of effective coordination. A large sociological
literature has also documented the importance of ethnic markers in
establishing and maintaining cooperative networks in multicultural
settings in contemporary industrialized societies (Gold, 1991; Leong
et al., 2020; Nee et al., 1994; Sanders, 2002; Wimmer, 2013).
By design, overt signals like ethnic markers lack ambiguity. They
are visible to all, and most potential receivers will know what they
mean. This creates a potentially serious problem. Overt signals
facilitate assortment between group members, but they simultaneously exacerbate divisions between groups whenever highlighting
differences burns bridges with out-group individuals. In other words,
boundaries between in-group and out-group members become clearly
delineated. There are surely cases where this delineation is both
individually desirable and societally adaptive, as when the majority of
interactions are expected to occur between members of the same
group. Even in such cases, however, variation is not limited to the
traits that delineate group boundaries. Individual variation on beliefs,
norms, and goals exists within groups as well. This is readily apparent
in the large, multicultural societies that comprise much of the developed world. Such variation creates a problem for overt signals of
identity because burning bridges is not always an acceptable option.
Dissimilar individuals may still need to cooperate with one another
from time to time. This can occur in many contexts, from individuals
in collective farming communities to coworkers in large companies to
students working on group assignments to politicians crafting legislation. Highlighting differences between partners can then impede
cooperation. In some cases, the identiﬁcation of differences can be
costly in the extreme, as in the cases of persecuted minority groups or
1

Many cooperative endeavors beneﬁt from diversity and division of labor.
Even in these cases, however, a baseline of similarity on shared norms, goals,
and expectations are required to achieve those beneﬁts (Bicchieri, 2005).
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political dissidents under authoritarian regimes. Under these conditions, an alternative to overt identity signaling is desirable.
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A Theory of Covert Signaling
Building on prior work by Smaldino et al. (2018), we develop a
theory of covert signaling. Covert signaling involves the transmission
of information—and here we focus on information related to
identity—that is accurately received by its intended audience but
obscured when received by others. Implicit in this deﬁnition is the
assumption of public communication—that is, of a broad audience
with characteristics that are beyond the control of the signaler. The
nature of covert signaling is well described by Loury (1994, p. 448) in
the context of language: “If the signiﬁcance of some words as signals
of belief is known only to ‘insiders,’ their use in public allows the
speaker to convey a reassuring message to some listener—‘I share
your values’—without alarming the others.” Political dog whistling
(Haney-López, 2015; Henderson & McCready, 2017) is probably the
best-known example of this phenomenon, though as we will show,
there are many others. This contrasts with overt signaling, in which
honest signals of identity are widely broadcast.
We expect covert signaling to be common under conditions where
individuals are likely to interact with others who differ in their beliefs,
norms, and goals. More speciﬁcally, covert signaling functions to
facilitate cooperative assortment in scenarios in which (a) individuals
can use identity information to select cooperative partners who are
similar, but (b) cooperative interactions must nevertheless occur at
least sometimes between dissimilar group members, and (c) revelations of dissimilarity can further impede cooperation or lead to other
costly outcomes. These conditions will be met when the ability to
assort on similar characteristics, homophily, is weak, and when the
risk of paying heavy costs when differences are revealed is high.
We expect these conditions to be met in diverse populations, where
differences are common, and among “invisible” minorities whose
differences are socially important but whose identities are not
obviously discernible from physical characteristics alone (including,
though hardly limited to, LGBTQ+ individuals, religious minorities,
and political dissidents).
Covert signals are presumed to be honest, not deceptive. The
assumption of honesty applies to much communication, particularly
signals that are widely broadcast and can therefore be scrutinized by
a large audience. Honesty can be favored for costly signals that are
difﬁcult to fake (Grafen, 1990; Spence, 1973), but also when signals
are low cost as long as individuals either are likely to interact
repeatedly (Silk et al., 2000) or have interests in coordination
(Farrell & Rabin, 1996). This article particularly concerns signals
of the last variety. Because coordination implies that interests are
aligned, individuals are incentivized to signal their identity honestly
if those signals lead to optimal coordination. Nevertheless, honest
signaling can also be costly if it incurs a negative response from
audience members who are not optimal partners for coordination.
For this reason, honest signals need not be clear or direct.
Indeed, the distinction between honest signaling and deception
becomes blurry if one considers communication as feedback
between individuals each trying to assess and manage their social
environments, so that little communication is either purely honest or
purely deceptive (Owings & Morton, 1997). There is often strategic value to being indirect (“Would you like to come up and look at
my etchings?”) or ambiguous (“We support academic freedom!”).
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Indirect speech can yield plausible deniability of intent when
suggestions are rejected (Lee & Pinker, 2010). Ambiguous or
vague speech allows for multiple interpretations by different
receivers, maximizing apparent agreement and minimizing conﬁdent disagreement (Aragones & Neeman, 2000; Eisenberg, 1984;
Yoon et al., 2020). Previous discussions of intentionally unclear
communication are related to the present discussion, but these
generally assume either a single receiver or that signals reﬂect
particular static facts about the state of the world. In contrast, we
focus on identity signaling for cooperative assortment, whereby
the signal is broadcast to a wide and potentially diverse audience
who have an interest in knowing the sort of person the signaler is.
This is an instrumental interpretation of signaled information as
bearing upon decisions concerning the formation of cooperative
partnerships. Such partnerships could include friendships, romantic relationships, business arrangements, or those involving more
transient interaction. The theory of covert signaling is predicated
on the idea that communications often contain multiple layers of
meaning, or implicatures, and that the receiver’s background
knowledge and perception of context affects whether and how
those implicatures will be revealed (Clark & Schaefer, 1987; Grice,
1975; Searle, 1975; Sperber & Wilson, 1986).
Several lines of research provide evidence that people use covert
signals of identity as we describe. Flamson and colleagues, using
samples in both the urban U.S. and rural Brazil, examined humor as
an encrypted signal of identity, and showed that having prior
knowledge of a joke’s subject matter increased participants’ ratings
of the joke as funny and that social closeness correlated strongly with
similarity in rating jokes as funny (Flamson & Barrett, 2008, 2013;
Flamson & Bryant, 2013). They propose that humorous utterances
can serve as honest signals of similarity by implying multiple
simultaneous meanings, so that perceiving something as funny
requires decrypting meanings that are less obvious or superﬁcial.
Covert signals need not be humorous, however. Berger & Ward
(2010) examined covert consumer choices in fashion. They found that
fashion-savvy consumers prefer subtly, rather than overtly, marked
products, as “they provide differentiation from the mainstream and
should facilitate interaction with others ‘in the know’” (Berger &
Ward, 2010, p. 556). Fittingly, they found that fashion insiders not
only preferred products without labels or with less well-known labels,
but that preferences for such products increased in identity-relevant
domains and in public settings where signals were likely to be
observed by a diverse audience.
Our theory of covert signaling suggests that covert signals would
be especially favored when the costs of having one’s identity
revealed by those who do not share that identity are potentially
costly. There is some evidence for this in the gay community,
historically a persecuted but “invisible” minority (and still quite
persecuted in many parts of the world). Fischer (2015) documented
gay men’s fashion in San Francisco in the 1970s, detailing certain
indicators that would reveal one’s sexual orientation only to those
who knew what to look for. In one of the few experimental
investigations on the topic, Shelp (2003) found evidence suggesting
that gay men were more accurate than straight men in identifying
other gay men from merely watching muted video recordings.
Relatedly, there has been much speculation, though to our knowledge
little in the way of detailed investigations, into the use of covert
signals by political dissidents under authoritarian regimes (Boyer,
2018; Kuran, 1989, 1995).
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A key component of our theory of covert signaling is the
importance of receiver strategies in relation to the question: How
does a receiver assess a stranger in the absence of a clear identity
signal? In a diverse society in which cooperation with strangers is
important, we should expect receivers to be generous, and maintain
openness or neutrality until more information can be gathered.
When receivers are generous in this way, covert signals can be
effectively utilized to keep the attitudes of dissimilar receivers
neutral instead of negative. In contrast, receivers in a more insular
or parochial society are expected to be churlish, maintaining negative attitudes toward strangers unless similarity to the in-group can
be conﬁrmed. In this case, covert signals may be less effective
because honest signalers cannot avoid being disliked by dissimilar
receivers and only weaken the strength of their signals to similar
receivers. In our formal analysis, we do not assume that individuals
are necessarily generous or churlish. Rather, we allow receiving
strategies to coevolve with signaling strategies. In the next sections,
we present and analyze a formal model to add precision to our
theory. In our subsequent discussion, we will reﬂect on the social
forces currently in play that shape the current selection pressures on
signaling and receiving strategies, and the social divisions they
potentially imply.

Model Description
Our agent-based model extends a simpler mathematical model
analyzed previously by Smaldino et al. (2018). That model used
replicator dynamics and evolutionary stability analyses—standard
approaches in evolutionary game theory (McElreath & Boyd,
2007)—to consider the conditions under which a strategy of covert
signaling could not be invaded by a rare overt signaler (invasion
requires the rare variant to have a higher expected payoff against the
dominant strategy). The agent-based instantiation presented here
allows us to perform a number of analyses that are difﬁcult or
impossible with the simpler model, but which are important to a full
exploration of the theory. We believe it is also a closer reﬂection of the
verbal theory described above.
In accordance with best practices in describing complex agentbased models (Grimm et al., 2020), we ﬁrst give an overview and
brief description of the model, followed by a more detailed description. As with all such models, our model presents a highly simpliﬁed
picture of reality. However, such simpliﬁcations allow for a much
clearer exploration of the consequences that follow our assumptions
(Levins, 1966; Smaldino, 2017, 2020).
In general, we assume the following:

• Individuals differ on a variety of characteristics, and may be
considered similar if and only if they share some threshold
number of characteristics in common. Similar pairs cooperate
more effectively than dissimilar pairs.

• Individuals receive payoffs from these cooperative partnerships. Payoffs are higher when pairs are similar, and lower
when individuals hold negative attitudes toward one another.

• Individuals engage in success-biased copying, whereby
the signaling (overt vs. covert) and receiving (generous vs.
churlish) strategies of individuals with higher payoffs are
preferentially copied.
In this way, we can explore how signaling and receiving strategies
evolve in response to different properties of the social environment.
We consider a population in which N agents are characterized by a
set of K ﬁxed traits, representing features that matter for coordination, including personality traits, norms, beliefs, goals, and prior
experiences. Each agent’s traits are represented as a vector of binary
values—an agent either does or does not possess any given trait,
represented computationally as a 0 or 1. Two agents are similar if
they share a sufﬁcient fraction S of traits in common, otherwise they
are dissimilar. Traits are not directly observable. Instead, agents
signal information about themselves, as part of their normal quotidian behavior, which other agents can use to form attitudes about
them. Signals are either overt, so that most agents are likely to
receive them, or covert, in which case they are less easily perceived
and then only by similar agents. Agents form attitudes toward other
agents based on the signals of similarity or dissimilarity they receive.
They like similar agents and dislike dissimilar agents. If an agent does
not receive sufﬁcient information to assess similarity, they may be
generous, and remain neutral about the signaler, or they may be
churlish, and dislike them in the absence of positive evidence of
similarity. In summary, each agent is characterized by a vector of
traits, a vector of attitudes toward each other agent, a signaling
strategy, and a receiving strategy (Table 1). All global parameters
are fully described in Table 2. Dynamics of the model proceed in
discrete time steps, with each step consisting of three stages: (1) signal

Table 1
Agent and Interagent Attributes
Agent property
aij

τik
Sij
Signaling strategy

• Individuals signal their identity either covertly or overtly.
Covert signals are noisier and are only perceived by similar
receivers. Receivers then form attitudes about signalers, which
may be positive, negative, or neutral.

• Individuals pair up for cooperative tasks, using attitudes to
inﬂuence partner selection. The extent to which homophilic
assortment on attitudes is possible is an exogenous property
of the social environment.

Receiving strategy

Description
Attitude of agent i toward agent j; ai is the
N-dimensional attitude vector of agent i,
where each item is in {−1, 0, 1} and which
correspond to attitudes of dislike, neutral, and
like, respectively.
Trait k of agent i; τi is the K-dimensional trait
vector of agent i, where each item is in {0, 1}.
Similarity between agents i and j. Equal to
1 − h(τi, τj) where h(τi, τj) is the Hamming
distance between i and j’s trait vectors.
Either overt or covert. Overt signaling always
results in the communication of the signaler’s
traits, while covert signalers only reveal
their traits to “similar” others; dissimilar
others do not receive a covert signal.
Either churlish or generous. Churlish receivers
default to dislike other agents from whom
they have not received a signal. Generous
receivers default to a neutral attitude toward
others from whom they have not received
a signal.
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Table 2
Global Model Parameters
Symbol

Definition

Default value

N
w

Population size
Homophily, the ability of agents to
preferentially interact with similar others
Disliking penalty imposed when one agent in
interaction dyad dislikes the other
Synergistic disliking penalty imposed when
both interacting agents dislike each other
Overt signaling efﬁciency, the probability of
receiving an overt signal
Covert signaling efﬁciency, the probability of
receiving a covert signal
Similarity beneﬁt received by similar interacting
pair
Number of agent identity traits
Minimum fraction of traits in common for a pair
to be considered similar
Selection strength for probability learner adopts
teacher’s strategy for a given difference
between teacher and learner payoff.
Number of minority/majority traits used to
deﬁne majority/minority populations.
Number of rounds of cooperative assortment
per time step.
Number of time steps in each simulation run.

100
0.5

d
δ
R
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r
s
K
S
β
M
nR
T

0.25
d
1.0
0.5
0.25
9
0.5
10
K−1
2

100
100

Note. In the ﬁnal column, the default value for each parameter is indicated
this value was used wherever another value is not explicitly speciﬁed.

partners regardless of similarity or attitudes. The parameter w
represents the strength of homophily. When homophily is perfect
(w = 1), agents can always pair with those they like and avoid those
they dislike. When homophily is nonexistent (w = 0), agents ignore
attitudes and pair up at random. Intermediate values of homophily
indicate partial but imperfect assortment based on attitudes. The
algorithmic details of this process are provided in the Appendix.
Cooperative interactions yield payoffs. Similar pairs are better
able to coordinate, due to sharing norms, goals, etc., and so receive
larger payoffs. The baseline payoff for a cooperative interaction
between dissimilar pairs is 1, with similar pairs receiving 1 + s.
Being disliked impedes cooperation because negative attitudes
make it harder to interact. When one individual dislikes the other,
she makes the interaction more difﬁcult than it must be and thereby
imposes a cost –d on the pair’s interaction. When both individuals
dislike one another, their difﬁculties act synergistically, inducing an
additional cost −δ on each. This cost could result from spite or from
uncontrollable inefﬁciency, a negative consequence of second-order
common knowledge (Chwe, 2001). For simplicity, we usually
assume that d = δ (so that the penalty for mutual disliking was
double that of one person disliking the other), though we vary this
assumption in the Appendix. Agents undergo nR rounds of cooperative assortment each time step, representing the fact that similarity
and attitudes will inform many interactions over which payoffs may
accumulate.

Payoff-Biased Copying
transmission, (2) cooperative assortment, and (3) payoff-biased copying (see Figure 1).

Signal Transmission
Agents use one of two strategies to communicate information about
themselves to others. Overt signalers send clear signals of their
identity, which are received by a proportion R of the population.
Anyone can perceive overt signals and use them to assess their
similarity or lack thereof to the sender. Covert signalers send subtle
or encrypted signals, which are less readily perceived and even
then only by similar agents; a proportion r ≤ R of similar agents
receive covert signals. Once signals are received, each agent forms
an attitude toward every other agent of like, dislike, or neutral. All
receivers like similar agents and dislike dissimilar agents. In cases
where a signal was not received, generous receivers retain a neutral
attitude toward the signaler while churlish receivers dislike them.
Notice that covert signalers will be liked less often by similar
receivers compared with overt signalers, but will never be disliked
by dissimilar receivers who are generous.

Cooperative Assortment
After signals are sent and attitudes formed, agents engage in
multiple rounds of cooperative assortment, in which each agent pairs
up with exactly one other agent for a cooperative interaction.
Attitudes aid assortment, so that in the search for interaction
partners, agents can seek out partners they like and avoid partners
they dislike. The extent to which such homophily is possible is a
property of the social setting. Sometimes agents must cooperate with

Agents change signaling and receiving strategies in a process of
cultural evolution driven by success-biased transmission. That is,
agents with higher payoffs are more likely to be copied. Each agent
(the learner) observes another agent chosen at random and compares
their payoffs. The learner decides to copy the observed agent with a
probability that is determined by a sigmoid function that increases
from 0.5 when the observed agent has a higher payoff and decreases
from 0.5 when the observer has a higher payoff. More precisely, the
probability that a learner i will adopt the strategy of an observed
agent j is:
Prði copies jÞ =

1
,
1 + e−βðπj − πi Þ

(1)

where πi is the total payoff of agent i accumulated over all interaction
rounds, and β is a global parameter that speciﬁes the level of
stochasticity in this copying process. If copying occurs, the observer
adopts either the signaling or the receiving strategy of the observed
agent with equal probability.
Note that payoff-biased copying need not imply the transmission
of any particular signals, which would need to be learned from
speciﬁc individuals and would change over time in a process not
modeled here. Rather, what is transmitted are the tendencies to
signal in a covert versus overt way, and likewise to default to neutral
or negative attitudes when acting as a receiver.
At the end of each time step, all payoffs and attitudes are reset.
Model runs continue for T = 100 time steps, when equilibrium levels
of signaling and receiving strategies are attained. Python code for
this model can be found at https://github.com/mt-digital/identitysignaling.
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Figure 1
Model Dynamics

1. Signal transmission

2. Cooperative assortment
Agents pair up for cooperative interactions.
Higher homophily indicates more pairs will
like each other and fewer pairs will dislike
each other. Lower homophily indicates more
randomness in assortment.

(i) Agents signal either overtly or covertly. Signals
are noisy, and covert signals are perceived only
by similar receivers.
similar

dissimilar

Overt signaling

R

Pr(match)

R
similar

dissimilar

Covert signaling

(ii) Receivers form attitudes based on received
signals. Generous receivers default to a neutral
attitude in the absence of information, churlish
receivers default to disliking.

Like

similar

3. Payoff-biased copying
Each agent compares payoffs with another
agent, and adopts the signaling or receiving
strategy of the other with a probability
proportional to relative payoff.

none

Neutral

dissimilar

Dislike

1

none or dissimilar

Churlish receivers
Like

disl
ike

homophily ( )

r

Generous receivers

neutral

Pr(copy)
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like

similar

Dislike

0

0

payoff difference (

)

1

Note. See the online article for the color version of this ﬁgure.

Results
Here, we present the results of our agent-based simulations.
Unless otherwise indicated, all simulations are initialized with
agents equally likely to be either overt or covert signalers and either
generous or churlish receivers. All results represent the average
across 100 simulations for each set of parameter values. Default
parameter values are indicated in Table 2. In the Appendix, we
perform robustness analyses, varying each of the model’s many
parameters. In general, we ﬁnd that our results (presented below) are
robust to a wide range of assumptions, offering strong support for
the wide applicability of our conclusions.

Covert Signaling Is Favored When Homophily
Is Low, the Cost of Being Disliked Is High, and
Covert Signals Are Efﬁcient
In agreement with our theory and with previous analytical results
(Smaldino et al., 2018), we ﬁnd that covert signaling is favored
when homophily is weak, particularly when the cost of disliking is
sufﬁciently high and the efﬁciency of covert signals is sufﬁciently

strong (Figure 2A, C). When homophily is strong, agents can easily
use the attitudes they form from the signals they receive to assort
with similar partners and avoid dissimilar partners. In such cases,
overt signaling allows agents to more effectively sort similar from
dissimilar others. When homophily is weak, however, agents must
sometimes interact with dissimilar others. In this case, it is better to
avoid having identiﬁed each other as dissimilar, and so covert
signaling is favored. This result requires a sufﬁciently large cost
of being disliked, d, so that the beneﬁt of avoiding being identiﬁed as
dissimilar outweighs the reduction in signal efﬁciency and the
ability to avoid dissimilar partners altogether (Figure 2A). The
evolution of covert signaling also requires that the efﬁciency of
covert signaling, r, is sufﬁciently strong that at least some of the
beneﬁts of homophily can be capitalized upon, and this minimum
efﬁciency increases with strength of homophily (Figure 2B).
It is worth noting that this last result concerning the efﬁciency of
covert signaling, r, appears to contrast with analytical results from a
similar model by Smaldino et al. (2018), who found that covert
appeared to be less strongly favored under more efﬁcient covert
signals. However, that previous result now appears to be an artifact
of the invasion criteria used in that model, whereby most agents
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Figure 2
The Proportion of Agents Using Covert Signaling (A, C) and Churlish Receiving (B, D) at t = T Across
100 Simulations for Each Set of Parameter Values

(A)

(B)

(C)

(D)

Note. Covert signaling evolves when disliking costs are high and homophily is low (A), and when covert signaling
is sufﬁciently efﬁcient (C). Model parameters have a similar but less pronounced effect on receiving strategy,
indicating that generous receiving coevolves with covert signaling (B, D). See the online article for the color version
of this ﬁgure.

were assumed to be churlish by default and effects of drift were
ignored. In our analysis of invasion and stability criteria (see
Appendix), we ﬁnd covert signaling reliably invades and can resist
invasion by overt signaling when homophily is low, the disliking
penalty is high, and the efﬁciency of covert signals is high.

Covert Signaling Coevolves With Generous Receiving
Figure 2 indicates that generous receiving coevolves with covert
signaling, and churlish receiving coevolves with overt signaling. This
result is made clearer in Figure 3, which correlates the levels of covert
signaling and churlish receiving in each parameter condition from
Figure 2. Covert signaling is associated with very high levels of
generous receiving, while overt signaling is associated with moderately high levels of churlish receiving. This makes sense. If all
receivers are churlish, covert signaling is never favored because there
is no beneﬁt to preventing dissimilar individuals from identifying that
dissimilarity. Thus, in populations where covert signals are common,
we should expect receiving to be generous. In contrast, when overt
signaling is common, there is little beneﬁt to being generous,
especially if homophily is reasonably strong. Churlish receiving
maximizes the likelihood that homophilic assortment will pair
similar individuals and lowers the risk of assorting with a dissimilar
partner due to lack of information.

Covert Signaling Is Favored in More
Diverse Populations
The similarity threshold, S, is the proportion of traits two individuals must have in common to be considered similar in our model.
Because traits are randomly distributed in our model, one way to
interpret this parameter is as a measure of the effective diversity of a
population. When S is low, most pairs will be similar, even with
random assortment. This could represent a population in which most
differences are fairly trivial, and in which important traits regarding
beliefs, norms, and goals tend to be shared. Larger values of S can
represent more diverse populations. In such populations, the act of
considering another individual to be similar requires sharing a large
number of traits that represent suites of beliefs, norms, and goals.
We ﬁnd that the evolution of covert signaling is quite responsive
to this measure of diversity, moderated by the strength of homophily, w (Figure 4). When homophily is weak, the relationship
between covert signaling and S is monotonically positive. That is,
when homophily is weak—and people therefore often must interact
with nonpreferred partners—covert signaling evolves more readily
in more diverse populations. When most people are similar, selection on covert signaling is weaker because there is less of a need to
avoid being disliked by dissimilar individuals; there are fewer
of them.
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Figure 3
Covert Signaling Thrives When There Is Little Churlish Receiving and Is Less Prevalent When
Churlish Receiving Prevalence Increases
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(A)

(B)

Note. The data are the values for covert signaling and churlish receiving in the paired heatmaps in ﬁgure 2, with
(A) representing data in ﬁgure 2A, C and (B) representing data in ﬁgure 2 B, D. In each case, the line is the bestﬁt regression line, with the shaded region representing the 95% conﬁdence interval. See the online article for the
color version of this ﬁgure.

When homophily is strong, the relationship between covert signaling and the similarity threshold, S, becomes nonmonotonic. This is
because when most potential pairs are similar, there is only very weak
selection on signaling strategy, since most interactions will be
between similar individuals. As S increases to moderate values, there

is selection against covert signaling because strong homophily favors
overt signaling when there is uncertainty about similarity. When S is
very large, most potential partners will be dissimilar, and therefore
avoiding occasional interactions with dissimilar partners is unavoidable. In this case, we once again get selection for covert signaling.

Figure 4
Homophily and Similarity

Note. When homophily is low to moderate (0.0 ≤ w ≤ 0.6), covert signaling prevalence increases monotonically with similarity threshold, S. For larger values of w, the prevalence of covert signaling decreases at ﬁrst as a
function of S, but then undergoes a transition, increasing toward a prevalence of 1 with all agents signaling
covertly this monotonicity emerges earlier for lower values of d, the cost of disliking, for which selection on
covert signaling is weaker. See the online article for the color version of this ﬁgure.
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Covert Signaling Is Favored Among Minority Groups
The results showing that covert signals are favored in more
diverse groups led us to hypothesize that covert signals would be
preferentially favored among minority groups within a population—
though, as noted earlier, this applies only to members of “invisible”
minorities, whose minority status is not immediately apparent. In the
absence of very strong homophily, minority individuals are more
likely to ﬁnd themselves partnered with dissimilar individuals, and
therefore should have stronger incentives to conceal their full
identities.
In our baseline model, all traits were uniformly distributed, and so
all individuals had the same probability of being paired with a
similar partner under random assortment. To test our hypothesis
regarding minority individuals, we extended the model so that
individuals were initialized as belonging to either the majority or
the minority, where the minority constituted 10% of the population
and the majority constituted the remaining 90%. These two groups
differed on their ﬁrst M traits, where M = K 2− 1, so that members of
the same group were highly likely to be similar to members of the
same group and dissimilar to members of the other group, with the
exact probabilities depending on both K and S. The ﬁrst M traits of
minority individuals were set to 1, while the same traits were set to
0 for members of the majority. Remaining traits were assigned at
random as in the baseline model. So that individuals evolved
strategies that were beneﬁcial conditional upon their minority/
majority status, targets for payoff-biased copying were restricted
to agents with the same status as the focal agent.
The results of our simulations are depicted in Figure 5. We
conﬁrm that covert signaling is indeed more common among the
minority under most conditions. For a high similarity threshold, S,
covert signaling is so strongly favored under weak homophily that
there is little difference between minority and majority individuals
because all individuals have a sufﬁciently high probability of
interacting with a dissimilar partner. For a moderate similarity
threshold, covert signaling is always more prevalent among the
minority than among the majority, providing strong support for our
hypothesis.
Something interesting happens with a low similarity threshold
(S = 0.3). The effect of more covert signaling among the minority is
robust for low-to-moderate levels of homophily. However, the effect
reverses when homophily is very strong, and covert signaling

becomes relatively rare among the minority. This effect is driven
by stronger selection for overt signaling on the minority—they need
all the help they can get to ﬁnd similar partners. When homophily is
strong, both positive and negative attitudes are very useful, as they
allow individuals both to ﬁnd similar partners and to avoid dissimilar partners. Covert signals are problematic on both counts, as they
reach fewer similar individuals and are completely missed by
dissimilar individuals. This is true for majority individuals as
well and is illustrated by the fact that covert signaling decreases
for both minority and majority individuals in all cases as homophily
increases. When the similarity threshold is low, however, majority
individuals are likely to be similar to almost anyone they meet, and
thus the selection for increased overt signaling can be stronger
among members of the minority. Although we only considered one
minority group here, our previous analyses—showing that covert
signaling increases when diversity is high and all individuals are
effectively members of a minority—indicate that this result should
also hold when multiple minority groups coexist.
Our model assumes that the costs of disliking are equal for both
majority and minority individuals. In reality, costs can differ
between groups and are likely to be higher for minority individuals
(Bunce & McElreath, 2018). Our earlier analyses of costs indicate
that the effects of minority status, diversity, and differential cost
should all be additive. That is, under higher costs, we should expect
even more covert signaling among minority individuals, relative to
majority individuals.

Discussion
Covert signaling allows individuals to assort with similar individuals when possible, while avoiding the potentially costs of detection
by dissimilar individuals when assorting with them is unavoidable.
The empirical examples we mentioned in our introduction—including
dog whistles, humor, fashion, and activism—are among the bestknown examples of covert signaling, but they have not, in general,
been studied in a population context that would allow us to test the
hypotheses generated by the model. Our model’s emphasis on the
selective forces imposed by sociocultural and network factors provides
new hypotheses to be tested. Speciﬁcally, we expect to see higher
levels of covert signaling (relative to overt signaling) when the cost of
being discovered as dissimilar is high, and when people are more
likely to encounter dissimilar individuals in cooperative interactions.

Figure 5
Line Plots of Covert Signaling Prevalence in Minority and Majority Groups Over Homophily, for Three
Values of Similarity Threshold, S ∈ {0.3,0.5,0.8}

Note. The minority group is 90% of the population. Disliking penalties are set to d = δ = 0.5. See the online article
for the color version of this ﬁgure.
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The latter is especially likely to occur when assortment on attitudes
is imperfect, when populations are diverse, and among invisible
minorities. Scenarios that select for covert signaling also select for
generous receiving—that is, being open minded toward strangers.
An implicit assumption of our approach is that much communication is about identity signaling. This is a view held by many others
before us (e.g., Berger & Heath, 2008; Donath, 1999; Goffman,
1978), and one that we think is defensible. We make no normative
statements about how people should signal their identity, overtly or
covertly. What we can say, however, is that covert signals are
adaptive in diverse populations where widespread cooperation is
desirable and vehement disagreement is undesirable. Such populations were also associated with more generous attitudes toward
unknown individuals in our model.
In the U.S., there is some evidence that generous attitudes toward
unknown individuals are more common among political liberals,
while conservatives may be more wary of strangers (Hibbing et al.,
2014; Holbrook et al., 2017; Vigil, 2010). This seems consistent
with the demographic differences between the parties—the leftleaning, urban-oriented Democratic party involves coalitions among
disparate identity groups, while the increasingly far-right Republican party rallies around a more singular, exclusionary identity
(Klein, 2020). Considering how strong political identity has become
as a coalitional signal in the U.S. (Mason, 2018; Abramowitz &
McCoy, 2019; Iyengar et al., 2019), individuals may only be
incentivized to signal covertly to the extent they believe that
cross-partisan cooperation is important and feasible.
Covert signaling and generous receiving involve being open to
interactions with new, unknown people and an attitude of tolerance
toward people who might be different (by masking those differences
in mixed company). Covert signaling may therefore be part of what
enables a healthy diverse, cosmopolitan society. In this respect,
covert signaling bears a similarity to norms of politeness in that it
may enable interactions between people who disagree on important
issues by proscribing some overt utterances that would impede
coordination or even foment conﬂict (Clark & Schunk, 1980; Yoon
et al., 2020). It also should be stressed that generous receiving as
discussed here does not imply higher-than-average tolerance of
those who are different, only that penalties imposed on those
who are different will be withheld until evidence for those differences is apparent. Thus, covert signaling may certainly be found
under conditions in which receivers are generous in this way but
where signalers nevertheless fear detection. Consider fashion
choices used by oppressed minorities to ﬁnd one another, or coded
signals used by Cold War moles in order to out themselves to fellow
spies. These individuals have reason to fear persecution should they
be outed, and the fact that they can avoid persecution by signaling
covertly indicates that their receivers are generous as we have
deﬁned it. Our formulation of churlishness in our model may
also represent a somewhat extreme and even rare category of
response, though one that may be more common in historically
earlier or less globalized populations (Smaldino, 2019).
If covert signaling is favored when costs of being disliked are
high and the ability to assort on identity is weak, what happens
when these factors change? It is possible that as diverse societies
become more segregated, and coalition-building with like-minded
individuals becomes easier (as with social media and other internetbased mechanisms), selection for covert signaling may become
weaker, and overt signals of identity more common. Indeed,

changing conditions allowing for more efﬁcient assortment and
reduced costs for expressing dissimilarity may have driven the
apparently sharp increase in racist hate speech that began to appear
in the 2010s (Bjork-James & Maskovsky, 2017; Holt et al., 2015;
Neiwert, 2018; Tucker et al., 2018; Youngblood, 2020). The rise of
social media communities and the prominence of certain rallying
public ﬁgures supporting racist rhetoric may have increased the
opportunities for assortment while decreasing the perceived costs
of being viliﬁed by those who disagreed. The speed with which
such communities arose suggests that, rather than people being
converted to a cause, such communities were being maintained
covertly and then began to feel emboldened to signal more
overtly. Thus we see the rapid rise of outspoken radical groups
and an increasingly polarized world. A world in which overt
signaling is increasingly favored goes along with more churlish
receiving. A world like this is either more segregated, more
polarized, or both.
The widespread use of online platforms such as Facebook,
Instagram, and Twitter—which serve as the infrastructure for
much communication in the industrialized world—may favor
conditions in which overt signaling is preferred. The ability to
preferentially connect with like-minded individuals is a major
incentive for using these platforms, and individuals can signal
their suitability for belonging in speciﬁc communities by sharing
information that conﬁrms their allegiance to or suitability for those
communities (Donath, 1999). Homophily in online networks is
strong and the repercussions for being disliked by dissimilar
individuals are often minimal. These conditions not only support
polarization in the form of churlishness and hostility toward
dissimilar individuals, but also incentivize misinformation as long
as it reliably signals identity.
Covert signaling is a strategy that works best for identities that can
be obscured. Obviously, not all identities are like this. Some, such as
racial identities, are based on physical characteristics that are difﬁcult
or impossible to change. Nevertheless, covert signaling may occur
among ethnically ambiguous individuals who wish to take advantage
of multiple identities. Some groups, including some religious communities and criminal organizations, demand overt signals from their
members, which serve explicitly to burn bridges with mainstream
society2 (Gambetta, 2009; Iannaccone, 1992; Sosis, 2003).
Our theory is agnostic about the precise nature of identity signals
(e.g., words, images, fashions) and about the cognitive processes that
produce and interpret them. This “behavioral gambit” is a standard
technique in evolutionary and game-theoretic approaches to behavior
(Grafen, 1991) that allows us to focus on the overarching strategies for
signaling and interpreting identity information. We do hope that this
work inspires closer investigation of the nature of covert and overt
signals. From a cognitive perspective, current Bayesian approaches
to pragmatic reasoning (e.g., Goodman & Frank, 2016) might be
extended to include strategic behaviors on longer time scales to
account for cultural variation in communication.
Our theory requires that covert signals remain obscured to
dissimilar individuals. In cases where members of one group
are incentivized to discover members of another group among
them, members of the ﬁrst group will eventually learn to identify
2

On the other hand, covert signaling may be quite common among
criminals, as their livelihood depends on not being detected as such
(Gambetta, 2009).
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members of the second group via their signaling behavior. In this
way, initially covert signals may become increasingly overt. In a
large and diverse population, at least some covert identity
signals—likely those with cost asymmetries in being discovered—
may exhibit cycles of chase-and-ﬂight similar to those described
by Simmel (1957) in his classic discussion of fashion cycles. As
covert signals become less effectively covert, they may become
repurposed as overt signals and while new covert signals emerge to
replace them. The evolutionary dynamics of the signals used for
both covert and overt signaling is an important topic for future
study.
Our model design involves several simpliﬁcations that should
be addressed. Our analysis focused on the use of honest signals of
identity, and hence does not account for scenarios in which, for
example, a member of a minority may overtly deceive listeners as
to their true identity, or in which individuals may otherwise distort
identity information to their advantage. Such behaviors are probably common and are likely to inﬂuence model dynamics. We
ignored signaling errors other than those involving failure to
perceive identity information, such as a failure to effectively
conceal covert signals from dissimilar receivers. We also ignored
payoff asymmetries that may be important for signaling strategies.
For example, it is quite plausible that minority individuals may
face more severe costs from being discovered as dissimilar than do
members of a majority group. Future extensions of this model should
investigate additional signaling and receiving strategies, errors, and
payoff asymmetries, as the evolutionary ﬁtness of a behavioral
strategy is likely to be inﬂuenced by all of these factors (Boyd &
Lorberbaum, 1987; McElreath & Boyd, 2007; Zefferman, 2014).
Nevertheless, we believe that the model and analysis presented
here provide an effective demonstration of the core theory of covert
signaling.
The theory of covert signaling is inherently difﬁcult to study
empirically. This is partly because people often communicate
differently depending on whom they are talking to as well as who
else is listening (Bell, 1984; Clark & Carlson, 1982). More
importantly, reliably detecting covert signaling by deﬁnition
requires access to context typically possessed only by in-group
individuals (Clark & Schaefer, 1987). This presents a problem for
researchers not belonging to those in-groups. Nevertheless, some
workarounds may exist. For example, one might consider wellestablished group identities and look for communications to
which in-group members respond but out-group members ignore.
It may also be possible to use ﬁeld assistants from different
identity groups, and compare differences in the identity information they observe from subjects. More generally, identifying
covert signals is likely to involve a deep appreciation for pragmatics: Those aspects of communication in which meaning is
highly dependent on context and shared knowledge. In anthropology, this is encompassed by the difference between etic and
emic approaches—knowledge based on perspectives external and
internal to a culture, respectively. Identifying covert signals may
require at least some engagement with the emic perspective. For these
reasons, covert identity signals may also be less discernible to
machine-learning algorithms designed to infer identity. This implies that automated methods to detect social identity are likely to
focus on those aspects which are signaled overtly. Such a scenario
may be desirable for societal well-being.
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Appendix A
Assortment Algorithm
In this section, we provide the details of the algorithm by which
agents in our model assort for cooperative interactions.
For each of nR rounds of cooperative assortment per time step,
agents pair up as follows. The set of available agents, A, contains those
agents not yet paired. First, a focal agent is selected at random and
removed from the set of available agents. Then, probabilities are
calculated for interacting with all other available agents. When homophily (w) is zero, all available agents have equal probability of pairing.
Otherwise, agents are more likely to pair with agents whom they like
and who like them in return, and less likely to pair with agents whom
they dislike and who dislike them in return. For each available agent j,
the focal agent i calculates an interaction factor fij, deﬁned as

f ij = 1 +

wðaij + aji Þ
,
2

(A1)

where w is the global homophily level parameter; aij and aji are i’s
attitude toward j and vice versa (see Table 1). The probability focal
agent i interacts with potential partner j is
f ij
Prði pairs with jÞ = P :
f ij

(A2)

j∈A

Agent i’s partner is drawn according to these probabilities. Both
agents are removed from the set of available agents and the process
continues with a new focal agent until all agents are paired.

Appendix B
Supplemental Analyses
Here, we explore the temporal dynamics of the model and the
conditions for invasion and evolutionary stabilities when particular
signaling or receiving strategies are initially rare. We also ran a
number of additional analyses to assess the sensitivity and robust of
the model, and we present the results of these analyses here. We
generally conclude that the model is quite robust.

Invasion and Evolutionary Stability
The simulations reported in the main text were initialized with both
covert and overt signaling strategies used by 50% of the population.
Here, we check the robustness of these results by considering

populations in which one signaling strategy is initially dominant
(at 95%) of the population, and we consider the spread of initially rare
users of the other signaling strategy (5% of the population). An
invading strategy was determined to have successfully invaded if,
after T = 100 time steps, it had increased in frequency from 5%.
Otherwise, the dominant strategy resisted invasion.
Figure B1 shows the conditions for the invasion of covert
signaling under default conditions, as a function of homophily
(w), disliking penalty (d = δ), and the efﬁcient of covert signaling
(r/R). The ﬁrst column shows that when most receivers are generous
(i.e., the initial frequency of churlish receivers, ρch,0, is low), covert
signaling readily invades as long as homophily is not too strong, the

(Appendices continue)
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Figure B1
Heatmaps Show the Success Rate for Covert Signaling Invasion for Different Initial
Prevalences of Churlish Receiving, Denoted ρch,0 in the Heatmap Column Titles, for
Several Settings of Disliking Penalty d or Covert Signaling Efﬁciency, R, and Homophily w

Note. In these experiments, the initial prevalence of covert signalers is set to 0.05. If the prevalence
rises to an equilibrium above 0.05, invasion is considered successful we see again that generous
receiving favors covert signaling, but higher initial churlish receiving prevalence takes away the
adaptive beneﬁts of covert signaling. See the online article for the color version of this ﬁgure.

dislike penalty is sufﬁciently high, and covert signals are sufﬁciently
efﬁcient. The middle and right columns show that when more
receivers are initially churlish, covert signaling is less likely to
invade. Figure B2 shows that complementary results hold for the

invasion of overt signaling when covert signaling dominates. Overt
signaling can invade when homophily is strong, disliking penalties
are small, covert signals are inefﬁcient, or most receivers are
churlish.

Figure B2
Heatmaps Show the Success Rate for Overt Signaling Invasion for Different Initial
Prevalences of Churlish Receiving, Denoted ρch,0 in the Heatmap Column Titles, for
Several Settings of Disliking Penalty d or Covert Signaling Efﬁciency, R, and Homophily w

Note. In these experiments, the initial prevalence of covert signalers is set to 0.05. If the prevalence
rises to an equilibrium above 0.05, invasion is considered successful we see again that generous
receiving favors covert signaling, but higher initial churlish receiving prevalence takes away the
adaptive beneﬁts of covert signaling. See the online article for the color version of this ﬁgure.
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Varying the Costs of Being Disliked, d and δ
In the main analysis, we assumed that the disliking penalty, d, and
synergistic cost of mutual dislike, δ were equal, such that the cost of
mutual dislike was always twice the cost of one person disliking the
other. Here, we test different assumptions about the nonequality of
d and δ. First, we set δ to be one of a small set of values and rerun our
analyses letting d vary as d = δ varied before (Figure B3). As
expected, we see more covert signaling as a function of increased δ,
but not as a pure function of d when δ is held constant. In other
words, it is the cost of mutual dislike that primarily drives the
evolution of covert signaling. We conﬁrm this by holding d constant
and varying δ (Figure B4).
Why does this occur? Consider the case of constant δ and
varying d. By sending encrypted signals, a covert signaler may
avoid being disliked, but this actually increases their chance of
interacting with someone who is dissimilar when homophily is
imperfect. In other words, covert signalers are more likely to
interact with someone who is different. If paired with an overt
signaler, the covert signaler is more likely to dislike their partner.
In this case, if δ is small, the covert signaler is not incentivized to

15

avoid being disliked (because they are already disliked), but they
are incentivized to become better at avoiding those they dislike or
who might dislike them. In other words, to signal overtly. This
means that the selection pressures of d and δ actually work
in opposite directions. We believe that our assumption that
mutual dislike imposes a higher cost than unilateral dislike is
a reasonable one, but it is worth noting that our model’s predictions regarding the cost of being disliked depend on this
assumption.

Varying the Similarity Bonus, S
In the main text analyses, we used a similarity bonus of s = 0.25,
meaning that being paired with a similar partner provided a payoff
25% higher than interacting with a dissimilar partner. We ﬁnd that
our results are robust to other values of the beneﬁt to similarity.
Unsurprisingly, greater beneﬁts to similarity incentivize mechanisms that increased the chance assortment, favoring overt signaling.
Decreased beneﬁts to similarity strengthen selection on mechanisms
that allow individuals to avoid being disliked, favoring covert
signaling (Figure B5).

Figure B3
Heatmaps Show Prevalence of Covert Signaling for Various Parameter Settings of d, δ, and w

(A)

(B)

(C)

(D)

Note. To generate the results shown here we set the cost of mutual dislike δ to be constant (shown in subﬁgure
title) and varied d, as shown on the y-axis of the subﬁgures as δ increases, covert signaling prevalence increases
overall across parameter settings. See the online article for the color version of this ﬁgure.
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Figure B4
Heatmaps Show Prevalence of Covert Signaling for Various Parameter Settings of d, δ, and w

(A)

(B)

(C)

(D)

Note. To generate the results shown here we set the disliking cost d to be constant (shown in subﬁgure title) and
varied δ, as shown on the y-axis of the subﬁgures as d increases, covert signaling prevalence decreases overall
across the other parameter settings. See the online article for the color version of this ﬁgure.

Varying the Efﬁciency of Overt Signals, R
In the main text analyses, we assumed perfect transmission for
overt signals, R = 1. In other words, all overt signals were
perfectly transmitted to all receivers, and covert signals were
transmitted to a smaller fraction of (only similar) receivers, r. In

Figure B6 we show the results for two other values of R, holding
R ﬁxed at R/2. This analysis demonstrates that our results are
quite robust to smaller values of R and that it appears to be the
relative efﬁciency of covert signals, r/R, that matters, as shown in
the main text.

Figure B5
Heatmaps Show Average Prevalence of Covert Signaling for Two Settings of the Similarity Bonus, s

(A)

(B)

Note. All other parameters were set to their default values if not otherwise indicated. See the online article for the
color version of this ﬁgure.
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Figure B6
Heatmaps Show Average Prevalence of Covert Signaling for Two Settings of the Efﬁciency
of Overt Signals, R
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(A)

(B)

Note. r was rescaled so that the value of the ratio between r and R is the same as in the main text when
R = 1, r/R = 0.5. All other parameters were set to their default values if not otherwise indicated. See the
online article for the color version of this ﬁgure.

Varying the Number of Traits, K
In the main text analysis, we showed only results for K = 9
traits. We reproduced many of our analyses for a wide range of
values of K. Our results are largely insensitive to the exact
number of traits, as shown by the replications of our main result

for K = {3, 21} in Figure B7. Results that were dependent on the
similarity threshold, S, were slightly affected by K because it
determined the precise number of traits needed to reach speciﬁc
thresholds. The qualitative patterns still held for all values of K,
though. Figure B8 replicates part of the main text Figure 4 for
different values of K showing this qualitative robustness.

Figure B7
Heatmaps Show Average Prevalence of Covert Signaling for Two Settings of the Number of
Agent Traits, K

(A)

(B)

Note. All other parameters were set to their default values if not otherwise indicated. See the online
article for the color version of this ﬁgure.
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Figure B8
Reproduction of Main Text Figure 4 for Different Values of K, for High and Low
Values of Homophily Only (w = {0.2,0.8})

Note. See the online article for the color version of this ﬁgure.
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